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increased continuously.  According to the digital health report 
“2022 (I) China Digital Health Market Data Report”, by June 
2022, the market size of China’s Internet medical industry has 
reached CNY 309.9 billion and the transaction size of the phar-
maceutical e-commerce industry has reached CNY 239 billion.  
It is estimated that the scale of China’s digital health market 
will increase to CNY 4,222.8 billion in 2030, with a compound 
annual growth rate of 30.9%.

1.5	 What are the five largest (by revenue) digital health 
companies in your jurisdiction?

According to the relevant industry data, as of June 30, 2022, the 
top five digital health companies are JD Health, Alibaba Health, 
Ping An HealthKonnect, We Doctor and Miaozhou Doctor.

22 Regulatory

2.1	 What are the core healthcare regulatory schemes 
related to digital health in your jurisdiction?

The core healthcare regulatory schemes related to digital health 
include the following:
■	 Law of the PRC on the Promotion of Basic Medical and 

Health Care.
■	 Regulation on the Administration of Medical Institutions.
■	 Administrative Regulations on Application of Electronic 

Medical Records (for Trial Implementation).
■	 Administrative Measures on Standards, Security and 

Services of National Healthcare Big Data (for Trial Imp- 
lementation).

■	 Administrative Measures for Internet-based Diagnosis (for 
Trial Implementation).

■	 Administrative Measures for Internet Hospitals (for Trial 
Implementation).

■	 Administrative Regulations on Telemedicine Services (for 
Trial Implementation) (“Administrative Regulations on 
Telemedicine Services”).

■	 Detailed Rules for the Supervision of Internet Diagnosis 
and Treatment (for Trial Implementation).

■	 Guiding Opinions of the State Council on Vigorously 
Advancing the “Internet Plus” Action.

12 Digital Health

1.1	 What is the general definition of “digital health” in 
your jurisdiction?

Digital health is not a legal term defined under the laws and regu-
lations of the People’s Republic of China (“PRC”) but is frequently 
referred to in commercial contexts and industry policies.

Digital health usually refers to the development and use of 
digital technologies to popularise health knowledge and its 
implementation to related fields, covering the application of 
digital technologies such as the Internet of Things (“IoT”), arti-
ficial intelligence (“AI”) and big data in medical services and 
health management.  Digital health usually utilises technologies 
such as big data and AI to provide solutions for medical treat-
ment, clinical research, drug development, imaging diagnosis, 
health management and other medical and healthcare needs.

1.2	 What are the key emerging digital health 
technologies in your jurisdiction?

The key emerging digital health technologies include AI,  
mHealth, wearable devices, robotics, 3D printing, blockchain, 
global positioning system technology and 5G technology.

1.3	 What are the core legal issues in digital health for 
your jurisdiction?

Personal privacy protection and data security are the core legal 
issues in digital health.  In addition, the monopoly of health-
care data, the liability for medical damage caused by medical 
AI, and the ethical risks brought by the application of AI diag-
nosis and treatment technology are also common legal issues in 
digital health.

1.4	 What is the digital health market size for your 
jurisdiction?

Influenced by COVID-19, China’s online medical advantages 
have been highlighted, and the market share of digital health has 
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■	 Guiding Principles for Registration Review of Artificial 
Intelligence Medical Device.

■	 Guiding Principles for Classification and Definition 
of Artificial Intelligence Medical Software Products 
(“Guiding Principles for AI Medical Software Products”).

■	 Classification Catalogue of Medical Devices.

2.4	 What are the principal regulatory authorities 
charged with enforcing the regulatory schemes?  What is 
the scope of their respective jurisdictions?

The principal regulatory authorities include the following:
■	 The National Health Commission (“NHC”): The NHC 

primarily formulates and enforces national health policies 
and regulations pertaining to healthcare services, healthcare 
institutions and healthcare professionals.   Internet-based 
diagnosis and treatment and remote consultations between 
healthcare institutions are both regulated by the NHC.

■	 The National Medical Products Administration (“NMPA”): 
The NMPA regulates drugs, medical devices and cosmetics, 
and is responsible for the safety, supervision and manage-
ment of standard formulation, registration and manufac-
turing to post-market risk management.

■	 The National Healthcare Security Administration 
(“NHSA”): The NHSA is primarily responsible for formu-
lating and implementing policies related to basic medical 
insurance (“BMI”), such as reimbursement, pricing and 
the procurement of drugs, medical consumables and 
healthcare services.

■	 The Ministry of Industry and Information Technology 
(“MIIT”): The MIIT is responsible for the management of 
the Internet industry, the access management of the infor-
mation and communication industry, and the construction 
of the network and information security-guarantee system 
in the information and communication field.  In terms of 
digital health, MIIT is responsible for supervising relevant 
technology development, personal data protection, etc.

■	 The Cyberspace Administration of China (“CAC”): 
The CAC is responsible for the overall planning and co-	
ordination of network security and relevant supervi-
sion and administration, including regulating the cross-
border transfer of healthcare data, cybersecurity review of 
internet hospitals, network personal privacy and informa-
tion protection.

■	 The State Administration for Market Regulation (“SAMR”): 
The SAMR is responsible for supervising the market 
order in market transactions, online commodity transac-
tions and related services, and organising the investigation 
and punishment of illegal medical advertisements, anti-	
commercial bribery and other acts against unfair 
competition.

■	 The Ministry of Public Security (“MPS”): The MPS is 
responsible for enforcing the Cybersecurity Classified 
Protection System and investigating cybercrimes, 
including conducting inspections and recording filings 
for the related system completed by healthcare institutions 
(internet hospitals are included), and investigating crimes 
related to infringement of personal data and illegal access 
to information systems.

2.5	 What are the key areas of enforcement when it 
comes to digital health?

Personal information protection, data security and cybersecurity 

■	 Opinions of the General Office of the State Council on 
Promoting the Development of “Internet Plus Health Care”.

■	 Notice of the National Health Commission’s office on the 
Pilot Work of “Internet Plus Nursing Service”.

■	 Guiding Opinions of the National Healthcare Security 
Administration on Improving the “Internet Plus” Medical 
Service Price and Medical Insurance Payment Policy.

■	 Guiding Opinions of the National Healthcare Security 
Administration on Actively Promoting the Medical In-	
surance Payment Work of “Internet Plus” Medical Services 
(Guiding Opinions of “Internet Plus” Medical Services).

■	 Information Security Technology-Guide for Health Data 
Security (GB/T 39725-2020).

2.2	 What other core regulatory schemes (e.g., data 
privacy, anti-kickback, national security, etc.) apply to 
digital health in your jurisdiction?

The other core regulatory schemes include the following:
■	 Civil Code of the PRC (“Civil Code”).
■	 Anti-Unfair Competition Law of the PRC (“Anti-Unfair 

Competition Law”).
■	 Cybersecurity Law of the PRC (“Cybersecurity Law”).
■	 Data Security Law of the PRC (“Data Security Law”).
■	 Personal Information Protection Law of the PRC 

(“Personal Information Protection Law”).
■	 Administrative Regulations on Human Genetic Resources 

of the PRC.
■	 Measures for Cybersecurity Review.
■	 Measures for Administration of Cybersecurity of Medical 

and Health Institutions.
■	 Interim Provisions on Banning Commercial Bribery.
■	 Measures for the Administration of Population Health 

Information (for Trial Implementation).
■	 Measures for the Management of Scientific Data.
■	 Information Security Technology-Personal Information 

Security Specification (GB/T 35273-2020).

2.3	 What regulatory schemes apply to consumer 
healthcare devices or software in particular?

The regulatory schemes which apply to consumer healthcare 
devices or software in particular include the following:
■	 Law of the PRC on the Protection of Consumer Rights and 

Interests.
■	 Product Quality Law of the PRC (“Product Quality Law”).
■	 E-Commerce Law of the PRC.
■	 Regulations on the Supervision and Administration of 

Medical Devices (“Medical Devices Regulations”).
■	 Rules for the Classification of Medical Devices.
■	 Administrative Measures on the Registration and 

Recordation of Medical Devices.
■	 Measures for the Supervision and Administration of 

Medical Device Production.
■	 Measures for the Supervision and Administration of 

Business Operations of Medical Devices.
■	 Measures for the Supervision and Administration of 

Online Sale of Medical Devices.
■	 Guiding Principles for Technical Review of Mobile 

Medical Device Registration.
■	 Guiding Principles for Registration Review of Medical 

Device Software Registration.
■	 Guiding Principles for Registration Review of Network 

Security Registration of Medical Devices.
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are the key areas of enforcement in relation to digital health.  
China has established the Personal Information Protection Law 
(effective from November 1, 2021), the Data Security Law and 
the Cybersecurity Law.   The Multi-Level Protection Scheme 
(“MLPs”) implemented in the field of cybersecurity, as a 
compulsory legal obligation stipulated by the Cybersecurity Law 
and relevant regulations, has become a main focus in enforce-
ment in most industries, including digital health.

2.6	 What regulations apply to software as a medical 
device and its approval for clinical use?

The main applicable laws and regulations include: Medical 
Devices Regulations; Rules for the Classification of Medical 
Devices; Administrative Measures on the Registration and 
Recordation of Medical Devices; Measures for the Administra-
tion of the Clinical Use of Medical Devices; and Guiding Princi-
ples for AI Medical Software Products.

2.7	 What regulations apply to artificial intelligence/
machine learning powered digital health devices or 
software solutions and their approval for clinical use?

In addition to the relevant regulatory provisions applicable to 
medical devices, AI/Machine Learning (“ML”) powered digital 
health devices or software solutions shall also comply with the 
Management Specification of AI-Aided Diagnosis Technology 
and Management Specification of AI-Aided Therapy Tech-
nology in terms of special requirements for medical institutions 
to carry out AI-aided diagnosis technology and AI-aided treat-
ment technology in relation to department setting, staffing, 
technical management, etc.

32 Digital Health Technologies

3.1	 What are the core issues that apply to the following 
digital health technologies?

■	 Telemedicine/Virtual Care
	 Medical institutions shall comply with the Administrative 

Regulations on Telemedicine Services in terms of 
personnel setting, equipment and facilities, telemedicine 
service process, responsibility sharing and management.

■	 Robotics
	 The liability arising out of medical accidents caused by 

robots is difficult to identify, and the division of responsi-
bilities among producers, operators and users of intelligent 
robots is more complex.

■	 Wearables
	 In accordance with Medical Devices Regulations and Rules 

for the Classification of Medical Devices, some weara-
bles (such as hearing aids or pain relief therapeutic instru-
ments) are regarded as medical devices, and are subject to 
the relevant regulatory requirements on medical devices.

■	 Virtual Assistants (e.g. Alexa)
	 For virtual assistants like Siri and Alexa, problems such as 

eavesdropping, leakage of personal privacy and informa-
tion may occur.

■	 Mobile Apps
	 Mobile medical apps involve patients’ electronic medical 

records, health records, consultation information and 
image data, and are highly dependent on the network and 
information technology.  When cybersecurity or technical 
security is attacked or threatened, privacy and information 
leakage may occur.

■	 Software as a Medical Device
	 In accordance with Medical Devices Regulations, Rules 

for the Classification of Medical Devices, and Guiding 
Principles for AI Medical Software Products, Software as 
a Medical Device (“SaMD”) will be subject to the relevant 
regulatory requirements on medical devices.

■	 Clinical Decision Support Software
	 The main application scenarios of Clinical Decision 

Support Software (“CDSS”) include drug allergy warning, 
clinical guidelines, drug dose support, remote patient 
monitoring service, etc.  CDSS systems have been applied 
in Chinese medical institutions; however, there are prob-
lems such as the lack of CDSS product access standards 
and industry regulations.

■	 Artificial Intelligence/Machine Learning Powered 
Digital Health Solutions

	 Please refer to question 2.7.
■	 IoT (Internet of Things) and Connected Devices
	 Most of the data stored or collected by the IoT terminal 

belongs to sensitive medical information.  Once important 
information is leaked or maliciously modified by hackers, 
it will lead to cybersecurity, data and information leakage 
problems.

■	 3D Printing/Bioprinting
	 The application of 3D bioprinting in medical treatment is 

still in the early stage of exploration, and no specific provi-
sions for 3D bioprinting have been issued in China.

■	 Digital Therapeutics
	 At present, digital therapy products are generally super-

vised as a medical device and are subject to relevant regu-
latory requirements on medical devices.

■	 Natural Language Processing
	 Natural language processing involves a large number 

of personal oral languages which are fed back to the 
natural language processing system for identification and 
processing and, therefore, may lead to the problem of 
leakage of personal information and data.

3.2	 What are the key issues for digital platform 
providers?

In terms of the healthcare sector, digital platform providers are 
highly regulated.  In terms of industry access, digital platform 
providers need to apply for different business licences according 
to their business types, for example, where the business involves 
online data processing, voice and image communication and 
other business forms, the digital platform providers are required 
to obtain value-added telecom service qualification; where the 
digital platform providers provide users with drug and medical 
device information through the Internet, they shall obtain the 
qualification of an Internet drug information service.  In addi-
tion, in the process of business operation, it is also necessary 
to comply with the above regulatory requirements on personal 
information protection, data security and cybersecurity.

42 Data Use

4.1	 What are the key issues to consider for use of 
personal data?

Some of the key issues for the use of personal data include how 
to standardise the code of conduct in such different links as 
collection, storage, use, processing, transmission, provision, 
disclosure and deletion of personal information so as to ensure 
the rational use of personal information without infringement.
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relevant provisions, the purpose, method and scope of processing 
personal information shall be clearly stated, and the processing 
shall be limited to the minimum scope to achieve the purpose 
of processing, and personal information shall not be exces-
sively collected.  The third party shall process personal informa-
tion within the scope agreed by the individual on the processing 
purpose, processing method and type of personal information.
In addition, the Information Security Technology – Personal 

Information Security Specification (GB/T35273-2020) provides 
detailed guidance on data use scenarios, assumptions and scope 
under various circumstances.

4.5	 What are the key contractual considerations?

Where a contract is signed directly between an information 
processor with an information provider, the terms of the contract 
such as scope of data information processing, processing rules, 
exit restrictions, security measures, requirements for deletion, 
destruction or return of data and liability for breach of contract 
should be agreed on.  The name and contact information of the 
personal information processor shall be informed in detail, and 
the purpose and method of processing the personal informa-
tion, the type and retention period of the personal informa-
tion processed, as well as other matters that are required to be 
informed according to laws and administrative regulations, shall 
be informed.
Where two or more personal information processors jointly 

process personal information, in addition to clearly specifying 
the above information, they shall also agree on their respective 
rights and obligations in the terms of the contracts.

4.6	 What are the key legal issues in your jurisdiction 
with securing comprehensive rights to data that is used 
or collected?

The Civil Code clearly stipulates that a natural person’s personal 
information shall be protected by law.  For any unreasonable usage 
of personal information which infringes on the civil rights of indi-
viduals, the infringer shall bear civil liability according to law.  For 
example, if a medical institution or its medical staff leak personal 
information, or disclose medical records without the consent of 
the patient, the medical institution shall bear tort liability.
The Criminal Law of the PRC stipulates corresponding crim-

inal responsibility for infringement of citizens’ personal infor-
mation and violation of relevant laws.
In addition, those who violate relevant laws and regula-

tions such as the Cybersecurity Law, the Data Security Law, 
the Personal Information Protection Law or the Anti-Unfair 
Competition Law will also face corresponding civil, administra-
tive and even criminal liabilities.

4.7	 How are issues with data inaccuracy, bias and/or 
discrimination addressed by the regulatory authorities in 
your jurisdiction?

The Technical Guide for Clinical Trial Data Management regu-
lates the management of clinical trial data and the prevention 
and treatment of data errors and deviations from the following 
aspects: the responsibilities, qualifications and training of data 
management-related personnel; the requirements of the manage-
ment system; the standardisation of test data; the main contents 
of data management; the guarantee and evaluation of data 
quality; and safety data and severe adverse drug reaction cases.

4.2	 How do such considerations change depending on 
the nature of the entities involved?

In addition to meeting the general provisions on the use of 
personal data, entities of different natures shall also comply with 
other relevant provisions, for example:
If the entity involved is a third party that obtains relevant 

personal information through sharing or joint processing in 
accordance with the terms of the relevant agreement, it shall 
process the personal information in accordance with the relevant 
agreement and shall not process personal information beyond 
the agreed processing purpose and method.  If it infringes on 
individuals’ rights and interests in terms of personal informa-
tion and causes damage, it shall bear joint and several liability in 
accordance with the law.
If the entity involved is located overseas and has one of the 

following circumstances: 1) providing products or services to 
domestic natural persons; 2) analysing and evaluating the behav-
iour of domestic natural persons; or 3) under other circum-
stances stipulated by laws and administrative regulations, the 
said entity shall establish a special institution or designated 
representative within the territory of the PRC to handle matters 
related to personal information protection, and submit the name 
of the relevant institution or the name and contact information 
of the representative to the relevant department responsible for 
personal information protection.
If the entity involved falls within the definition of the critical 

information infrastructure operator (“CIIO”), it shall also abide 
by the Regulations on Security Protection of Critical Informa-
tion Infrastructure.

4.3	 Which key regulatory requirements apply?

The Personal Information Protection Law and other relevant 
laws and regulations stipulate the general rules on the collection 
and use of personal information.  The use of personal informa-
tion shall follow the principles of legality, legitimacy, necessity 
and integrity, and shall be open and transparent, and ensure the 
security and accuracy of personal information.
For example: 1) the data collection channel shall be legal, an 

advanced personal consent shall be obtained in accordance with the 
law.  There must be an acknowledgment of the processing purpose, 
processing method, type of personal information processed, 
storage period, etc.; 2) the processing of personal information shall 
have legal basis and shall not excessively collect personal informa-
tion; and 3) personal information collectors shall formulate corre-
sponding internal systems for information protection.
In addition, it should be noted that: 1) certain activities 

performed outside the PRC related to processing  personal infor-
mation of natural persons residing in the PRC will also be regu-
lated by Chinese laws; and 2) when providing the personal infor-
mation of those located outside of the PRC, one shall also comply 
with the following requirements: a) passing the security assess-
ment organised by the national network information depart-
ment; b) obtaining a personal information protection certification 
provided by professional institutions; c) signing a contract with 
the overseas recipient according to the standard contract formu-
lated by the national network information department to specify 
the rights and obligations of both parties; and d) special regulatory 
requirements of laws, administrative regulations or other condi-
tions stipulated by the national network information department.

4.4	 Do the regulations define the scope of data use?

According to the Personal Information Protection Law and other 
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In addition, attention should also be paid to the regulatory 
requirements involved in the cross-border transfer of personal 
information.  For example, the CIIO or the personal informa-
tion processor who processes personal information up to the 
amount specified by the national network information depart-
ment shall store within China the personal information collected 
and generated in China.  If it is necessary to provide it to an 
overseas recipient, the security assessment organised by the 
national network information department shall be passed.  (If 
the laws, administrative regulations and national network infor-
mation department stipulate that the security assessment may 
not be carried out, such stipulations shall prevail.)

In accordance with the Measures for Cybersecurity Review 
(issued on December 28, 2021 and effective on February 15, 
2022), if network platform operators who hold personal informa-
tion of more than 1 million users are to be listed abroad, they shall 
apply to the cybersecurity review office for cybersecurity review.

62 Intellectual Property

6.1	 What is the scope of patent protection?

Any technical solutions by using natural laws can be the subject 
matter of invention patents or utility model patents.  The design 
patent is one of the patent types stipulated in the Patent Law of 
the PRC, and it protects new design of the whole or part of the 
product in terms of shape, pattern and/or colour.  After a patent 
is granted, unless otherwise stipulated in the Patent Law of the 
PRC, no entity or individual may exploit the patent without the 
permission of the patentee.

6.2	 What is the scope of copyright protection?

The subject of copyright protection covers various works, which 
refers to intellectual achievements that are original and can be 
expressed in a certain form in the fields of literature, art and 
science.  Computer software is one of the forms of works stipu-
lated in the Copyright Law of the PRC.  According to the Copy-
right Law of the PRC, copyright includes both property rights 
and personal rights, of which property rights mainly include: 
reproduction rights; distribution rights; and rental rights.

6.3	 What is the scope of trade secret protection?

In accordance with Chinese laws, a trade secret refers to 
commercial information such as technical information and busi-
ness operation information not known to the public, which is of 
commercial value, and for which the rights holder has adopted 
corresponding confidentiality measures.  In accordance with 
the Anti-Unfair Competition Law, obtaining trade secrets by 
improper means, disclosing and using trade secrets obtained by 
others by improper means, disclosing and using trade secrets in 
his possession but in violation of confidentiality obligations, or 
abetting, luring and helping others to commit such acts are all 
acts of infringing trade secrets and corresponding civil liabil-
ities can be imposed.  Serious trade secret infringements are 
defined as a criminal offence under the PRC Criminal Law and 
is punishable by up to 10 years imprisonment.

6.4	 What are the rules or laws that apply to academic 
technology transfers in your jurisdiction?

In China, the laws currently applicable to academic technology 

52 Data Sharing

5.1	 What are the key issues to consider when sharing 
personal data?

The key issues to consider when sharing personal data include 
the following:
■	 whether the sharing of personal data complies with 

the principles of necessity and realisation of legitimate 
purposes; 

■	 whether to inform and obtain personal consent; 
■	 whether it meets the requirements of security measures 

necessary for data sharing;
■	 whether the contract signed by all parties to data sharing 

include terms such as: the processing purpose; duration; 
processing method; type of personal information; protec-
tive measures; and rights and obligations of both parties;

■	 whether there is personal data that is prohibited from 
being shared; and

■	 whether a cross-border data transfer is involved.

5.2	 How do such considerations change depending on 
the nature of the entities involved?

In addition to meeting the general data-sharing requirements, 
entities of different natures should also comply with other rele-
vant provisions, for example:

If the sharing party is the CIIO, it shall also abide by the 
Regulations on Security Protection of Critical Information 
Infrastructure. 

However, if the receiving party is an overseas entity, specific 
conditions shall be met.  For example, it must have passed the 
security assessment organised by the national network informa-
tion department, passed the personal information protection certi-
fication conducted by professional institutions, or entered into 
a contract with the overseas recipient according to the standard 
contract formulated by the national network information depart-
ment to stipulate the rights and obligations of both parties.

5.3	 Which key regulatory requirements apply when it 
comes to sharing data?

First, the provider of the shared data shall: 1) conduct the impact 
assessment of personal information protection in advance; 2) 
inform the individual of the recipient’s name, contact infor-
mation, processing purpose, processing method and type of 
personal information, and obtain the individual’s consent; 3) 
agree with the recipient on the purpose of entrusted processing, 
time limit, processing method, type and protection measures of 
personal information, as well as the rights and obligations of 
both parties; and 4) supervise the recipient’s processing activi-
ties of personal information.

Secondly, the recipient of the shared data shall: 1) process 
personal information according to the agreement, and shall not 
process personal information beyond the agreed processing 
purpose and processing method; 2) if the relevant contract is 
not effective, invalid, revoked or terminated, the personal infor-
mation shall be returned or deleted and shall not be retained; 
3) without the consent of the provider, the recipient shall not 
entrust others to process personal information; and 4) the recip-
ient shall also take necessary measures to ensure the security of 
personal information and assist the provider in performing its 
personal information protection obligations.
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72 Commercial Agreements

7.1	 What considerations apply to collaborative 
improvements?

In the case of collaborative improvements, a written contract 
is required to agree on the rights and obligations of each party; 
and it is necessary to take into account how to handle the failure 
of collaborative improvements, as well as the ownership and use 
of rights of patents and non-patented technologies generated in 
the collaboration.  In the absence of such a written contract, 
according to the provisions of the Civil Code, the right to apply 
for a patent shall be jointly owned by the parties to the collab-
orative improvements.  If one party transfers the patent appli-
cation right jointly owned with other parties, the other parties 
shall have priority to such transfer under the same conditions.  
If there is no agreement or the agreement is not clear about the 
non-patented technological achievements, all parties have the 
right to use and transfer such achievements. 

For Sino-foreign collaborative improvements, it is also neces-
sary to consider the possible application of some mandatory 
laws and regulations.  For example, if Chinese human-genetic 
resources are involved, especially in cases exporting Chinese 
human-genetic resource materials, according to the provi-
sions of the Biosecurity Law of the PRC, an approval from the 
competent department must be obtained.  Furthermore, as for 
the technological achievements produced by using Chinese 
human-genetic resources to carry out international cooper-
ative research, the patent rights shall be jointly shared by the 
parties according to the Administrative Regulations on Human 
Genetic Resources of the PRC.

7.2	 What considerations apply in agreements between 
healthcare and non-healthcare companies?

When signing agreements with non-healthcare companies, in 
addition to meeting the above requirements for data sharing, 
transmission and other processing, healthcare companies shall 
ensure that non-healthcare companies comply with the national 
and industrial regulations and requirements of the business they 
are engaged in, have the necessary business qualifications, have 
the abilities to implement relevant laws and regulations, imple-
ment relevant standards and guarantee data security, and have a 
comprehensive management system.

According to the Measures for Cybersecurity Review, if a 
healthcare company qualifies as a CIIO, when it purchases 
network products and services, it shall anticipate the potential 
national security risks after the products and services are put into 
use.  Those products and services that affect or may affect national 
security shall be reported to the cybersecurity review office.

82 Artificial Intelligence and Machine 
Learning

8.1	 What is the role of machine learning in digital 
health?

As a common form of AI, ML is widely used in AI-aided diag-
nosis and treatment, medical imaging, wearable devices, genetic 
testing, pharmaceutical research, personal health management 
and hospital management, etc.

transfers include the Law on Scientific and Technological 
Progress of the PRC (revised in 2021), the Law on Promoting 
Transfer and Commercialisation of Scientific and Technological 
Achievements of the PRC (revised in 2015) and Several Provi-
sions on the Implementation of the Law on Promoting Transfer 
and Commercialisation of Scientific and Technological Achieve-
ments of the PRC issued by the State Council of the PRC in 
2016.  Such laws and regulations have adjusted previous policies 
in this field and clarified that the project undertakers, on the 
premise of no conflict with national security or national/public 
interests, are legitimately authorised to own relevant intellec-
tual property (“IP”) rights arising from the government-funded 
projects.  Furthermore, the project undertakers are encouraged 
to legally transfer and commercialise these IP rights in various 
ways.  However, any transfer or exclusive license to an over-
seas company shall be approved by the project administration 
organisation.

Public universities are conducting pilot programmes in 
guiding scientific researchers to transfer and commercialise IP 
rights in line with the laws.  According to a document jointly 
issued by four national-level Ministries in 2020, Chinese univer-
sities will gradually establish disclosure systems for service 
inventions, establish and perfect technology transfer and IP 
management and operation departments, and explore the 
reforming of ownership of service inventions, such as divi-
sion of ownership between universities and researchers, as well 
as permitting the scientific researchers to apply for patents in 
the form of non-service inventions in the event the university 
declines to apply for service patents.

6.5	 What is the scope of intellectual property 
protection for software as a medical device?

SaMD enjoys two forms of protection in China.  First, as it is 
regarded as a type of work protected under copyright, it does not 
require an application and examination process.  Although the 
protection period is long, the disadvantage is, it is the form of 
expression that is eligible for copyright protection and not the 
technical idea.  Secondly, SaMD can be protected as it is consid-
ered an invention patent.  It should be noted that pure algo-
rithms or calculation rules are unpatentable subject matter under 
the Patent Law of the PRC: only when the technical features of 
the hardware are included in the claims can it be considered to 
be protected.  Unlike copyright, what is protected by a patent is 
the technical solution itself and, therefore, this type of protec-
tion is thought to be more powerful.

6.6	 Can an artificial intelligence device be named as an 
inventor of a patent in your jurisdiction?

In accordance with the current laws and regulations of the PRC, 
an inventor refers to a person who has made creative contri-
butions to the substantive characteristics of an invention.  It 
is generally understood that the inventor should be a natural 
person and, therefore, based on the current effective laws and 
regulations, AI devices are unlikely to be recognised as inven-
tors in China.

6.7	 What are the core rules or laws related to 
government funded inventions in your jurisdiction?

Please refer to question 6.4.
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inviter shall carry out auxiliary examinations such as medical 
imaging, pathology, electrocardiogram and ultrasound; the 
invited medical institution at a higher level shall conduct diag-
nosis, and the specific process shall be specified by the inviter 
and invitee through an agreement.

9.2	 What cross-border considerations are there?

According to the relevant provisions of the Personal Information 
Protection Law, where a personal information processor needs 
to provide personal information to any party outside China, it 
should first obtain the individual’s consent and conduct advanced 
assessment of the impact on personal information protection.  
If the data involves medical and health data, advanced security 
assessment and review shall also be carried out.

Pursuant to the Special Administrative Measures (Negative 
List) for Foreign Investment Access (2021 version), the provi-
sion of medical services by foreign medical service providers 
in China is limited to the form of Sino-foreign joint ventures, 
and foreign medical service providers shall not establish medical 
institutions in China in the form of sole proprietorship.  In addi-
tion, foreign investment in the development and application of 
human stem cells, genetic diagnosis and treatment technologies 
is prohibited in China.

Where imported digital medical devices are involved, regis-
tration or filing of medical devices shall be completed according 
to the Medical Devices Regulations and relevant provisions, and 
overseas applicants shall submit the application materials to the 
medical products regulatory authority through a domestic enter-
prise, as well as the documents certifying the approval of the 
marketing of such medical devices by the competent department 
in the country/region where the applicants are located.  (It is 
not required to submit such documents for innovative medical 
devices that have not been marketed abroad.)  Furthermore, the 
instructions and labels of imported medical devices shall meet 
the relevant requirements.

102 General

10.1	 What are the key issues in Cloud-based services for 
digital health?

Cloud-based services mainly involve issues such as cybersecu-
rity and data protection.  Users upload data to the Cloud and 
Cloud service providers will manage the data.  This may cause 
issues such as cybersecurity and data breaches and information 
leakage.

In addition, medical and health data are required to be stored 
within the territory of China, and those that need to be provided 
overseas shall be subject to a safety assessment and review 
according to the relevant regulations.  As for service providers 
who have established data centres in multiple jurisdictions, there 
may be a risk of illegal cross-border data transfer.

10.2	 What are the key issues that non-healthcare 
companies should consider before entering today’s 
digital healthcare market?

Non-healthcare companies that plan to independently and 
directly engage in the digital health industry should first 
obtain the qualification licence for the corresponding busi-
ness according to law.  For example, those intending to provide 
online consultation, paid medical information and other services 

8.2	 How is training data licensed?

Data licensing in AI involves the licensing of relevant intellec-
tual property rights, such as patents, software copyrights and 
trade secrets, and the licensed use shall apply to the Anti-Unfair 
Competition Law, the Patent Law of the PRC, the Regulations 
on the Protection of Computer Software and relevant provisions.

8.3	 Who owns the intellectual property rights to 
algorithms that are improved by machine learning 
without active human involvement in the software 
development?

According to the existing effective laws and regulations, AI can 
neither be an author in the context of the Copyright Law, nor 
an inventor or designer in the context of the Patent Law.  As a 
result, the existing laws and regulations do not cover this area.  
However, with the rapid development of AI technology, the 
legislation of intellectual property protection of AI-generated 
contents is an important issue which needs to be urgently 
addressed.  Chinese academia has been holding discussions on 
this issue as well.  However, to date there is no unified under-
standing or relevant legislative proposals.

8.4	 What commercial considerations apply to licensing 
data for use in machine learning?

Licensing data for use in ML in a business context mainly 
includes the applicable scope of licensing (duration, territory, 
sub-license or not), restrictions of data use, non-competition 
and confidentiality.

92 Liability

9.1	 What theories of liability apply to adverse 
outcomes in digital health solutions?

The Civil Code, the Product Quality Law, Administrative Regu-
lations on Telemedicine Services and relevant provisions have 
specified the liabilities of adverse outcomes in digital health 
solutions.

Where defects in medical devices and other digital health 
products cause personal injury or damage to others, victims may 
claim compensation from the manufacturer of the products or 
the vendor of the products.  After one party makes compensa-
tion, that party has the right to seek indemnification from other 
parties who may be held liable.  

If any damage or harm to a patient is caused during the course 
of diagnosis and treatment by the defects of digital health prod-
ucts, such patient may request compensations from the manu-
facturer or the relevant medical institution.  After making the 
compensation, the relevant medical institution has the right to 
recover the losses from the liable medical device manufacturer.

When a dispute occurs in the course of remote medical 
services, the inviter shall bear corresponding legal liabilities 
for remote consultation, and the inviter and the invitee shall 
jointly bear corresponding legal liabilities for remote diagnosis.  
In terms of remote consultation, where medical institutions 
conduct remote consultation, the invitee shall provide diagnosis 
and treatment opinions, and the inviter shall specify the diag-
nosis and treatment plan.  In terms of remote diagnosis, where 
an inviter and invitee establish a counterpart support or form 
a medical consortia and other cooperative relationships, the 
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qualification licence and relevant requirements for physicians 
engaged in clinical adoptions are mainly stipulated under the 
Physicians Law of the PRC, the Measures for the Administra-
tion of the Clinical Application of Medical Technologies, the 
Measures for the Administration of the Clinical Use of Medical 
Devices and relevant provisions.

The China Medical Practitioner Association mainly performs 
the following duties: to implement industry management, 
formulate self-discipline rules, provide support such as legal 
assistance for medical practitioners, provide continuous educa-
tion for medical practitioners and organise academic meetings 
and seminars.

10.6	 Are patients who utilise digital health solutions 
reimbursed by the government or private insurers in your 
jurisdiction?  If so, does a digital health solution provider 
need to comply with any formal certification, registration 
or other requirements in order to be reimbursed?

In China, if patients have subscribed to or are covered by BMI, 
and the expenses of medical treatment items and medical service 
facilities are partially or completely covered by the BMI cata-
logue, the relevant expenses can be settled and reimbursed 
according to the medical service agreements signed between 
the government medical insurance agency and the desig-
nated medical insurance institutions.  In addition, patients 
can purchase private insurance and be reimbursed for relevant 
medical expenses from private insurance companies.

After the promulgation of the Guiding Opinions of “Internet 
Plus” Medical Services on October 24, 2020, Internet Plus 
Medical Services was formally allowed under the medical insur-
ance payment.  The expenses of examination and prescription 
incurred from return visits in “Internet Plus Medical Services” 
designated medical insurance institutions by the insured in areas 
subject to overall planning can be reimbursed according to rele-
vant regional medical insurance policies.

10.7	 Describe any other issues not considered above 
that may be worthy of note, together with any trends or 
likely future developments that may be of interest.

With the advent of the digital era, digital health has undoubt-
edly become a key area in the construction of digital China.  
However, the current construction of digital health in China is 
still in its infancy. 

We believe that in the future, China’s digital health industry 
may have the following development trends:

First, “data” and “networks” are the core components of 
digital health.  In the future, China may incorporate the infor-
matics digital construction of medical institutions and medical 
service into new infrastructure.

In addition, as an emerging medical industry, digital health 
will profoundly change the medical organisational forms and 
medical behavioural patterns.  The traditional Chinese legal 
governance framework, government management systems and 
multi-party relationship of rights, responsibilities and interests 
need to be readjusted or supplemented.  In the future, China 
may: strengthen and improve the research work of digital 
medical legislation; improve relevant legislation in light of 
China’s own industrial characteristics and international develop-
ment trend; formulate and improve the healthcare data construc-
tion, opening, sharing and trading systems; clarify the rights 
and obligations of each participant in digital health; strengthen 
algorithm governance; and improve the risk-sharing mecha-
nism of digital healthcare, to ensure the healthy and sustainable 

and construct a medical big data Cloud-based platform through 
medical websites and apps, shall obtain the approval of regula-
tory agencies and the relevant qualification licences.

If non-healthcare companies such as Internet compa-
nies intend to engage in the digital healthcare industry by 
cooperating with medical institutions, they shall agree with the 
cooperative medical institutions in a written agreement on the 
methods of cooperation, the responsibilities and rights of each 
party in medical services, information security, privacy protec-
tion and other aspects.

If non-healthcare companies choose to develop and produce 
AI medical software, wearable medical devices and other prod-
ucts, they shall also comply with relevant regulatory require-
ments on medical devices and AI-aided diagnosis technologies.

10.3	 What are the key issues that venture capital and 
private equity firms should consider before investing in 
digital healthcare ventures?

Apart from business models, business prospects and other 
commercial factors, VC and PE investors should also pay atten-
tion to key issues such as market-access requirements for the 
industry that the target company falls into, the business qual-
ification and business licence, core technologies and key tech-
nicians, procedures for obtaining ownership of relevant intel-
lectual property rights, hardware facilities and cybersecurity 
protection, etc.

10.4	 What are the key barrier(s) holding back 
widespread clinical adoption of digital health solutions 
in your jurisdiction?

Pursuant to the Measures for the Administration of the Clinical 
Application of Medical Technologies and relevant provisions, 
medical technologies in China are subject to a “categorised” 
regulation system.  AI-aided diagnosis and AI-aided treatment 
fall within the scope of “restricted technology”, and a medical 
institution intending to carry out the clinical application of such 
restricted technology shall conduct self-assessment according to 
the standards for the administration of the clinical application 
of medical technologies.  A qualified institution may carry out 
clinical application and shall report to the health administrative 
department for filing.  New medical technologies which have 
not been verified in clinical practice are considered to fall within 
the scope of “prohibitive technology” and cannot be used in 
clinical diagnosis and treatment.

The clinical adoption of digital health products which fall into 
the scope of medical devices shall go through approval or filing 
procedures according to the Administrative Measures on the 
Registration and Recordation of Medical Devices, the Measures 
for the Administration of the Clinical Use of Medical Devices 
and relevant provisions, and shall comply with the requirements 
in the aspects of clinical trial institutions, systems, procurement, 
operation management and handling of safety involving the use 
of medical devices, failing which will result in administrative 
penalties from the competent authorities.

10.5	 What are the key clinician certification bodies (e.g., 
American College of Radiology, etc.) in your jurisdiction 
that influence the clinical adoption of digital health 
solutions?

In China, there are no physician certification bodies that influ-
ence the clinical adoption of digital health solutions.  The 



98 China

Digital Health 2023
© Published and reproduced with kind permission by Global Legal Group Ltd, London

problems, China will establish a governance mode compat-
ible with the sustainable and healthy development of the digital 
health industry, innovate a coordinated governance model, and 
build a collaborative, efficient, inclusive and prudent digital 
medical supervision mechanism.

At last, the development of the digital health industry has accel-
erated the flat development of the medical service system struc-
ture.  It is an inevitable trend to explore multiple co-governance 
in the new medical service system.  In the future, industry 
self-regulation, platform governance, patient and medical staff 
rights protection may become increasingly important.

development of the digital health industry in China through 
legislation.  In November 2022, the National Health Commis-
sion and three other departments jointly released the “14th 
Five-Year Plan” for National Health Informatisation, which 
proposed the overall goal of “by 2025, we will initially build and 
form a unified, authoritative and interconnected national health 
information platform support and security system, and basically 
achieve the full coverage of public health institutions and the 
national health information platform”.

Meanwhile, digital health, as a new medical model and busi-
ness form, has also created new regulatory issues such as infor-
mation leakage and privacy protection.  In order to solve relevant 
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